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ABSTRACT

In the area of network security, the fundamental security principles and security practice skills
are both required for students’ understanding. Instructors have to emphasize both; the
theoretical part and practices of security. However, this is a challenging task for instructors’
teaching and students’ learning. For this reason, researchers are eager to support the lecture
lessons by using interactive visualization tools. The learning tool CrypTool 2 is one of these
tools that mostly cover all of the above. In fact, the evaluations of the effectiveness of the tools
in teaching and learning are limited. Therefore, this paper provides an overview of an empirical
evaluation for assessing CrypTool 2 tool. The effectiveness of this tool was tested using an
empirical evaluation method. The results show that this visualization tool was effective in
meeting its learning objectives.
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1. INTRODUCTION

The visualization and animation approach is increasingly being adopted in Computer Science
education with the promise of enhancing student understanding of complex concepts. Using this
approach, tools were developed using visualization and animation techniques to interactively help
students gain knowledge and acquire skills about a subject. If these tools are exploited efficiently,
they can facilitate the education process, thus minimizing the learning/teaching time for both
lecturers and students.

In the area of network security, fundamental security principles and security practice skills are
both required for a student to understand the subject matter. Instructors have to emphasize both
the theoretical and practical aspects of security. However, this area poses a challenge for
instructors to teach and for students to learn. For this reason, researchers have been eager to
support lectures by offering interactive visualization and animation tools that facilitate student
understanding and shorten the time consumed in long-term teaching [1-8].
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In response to the rising number of security crimes and attacks, specific security courses have
been developed by colleges and universities [9]. Although the Model Curricula for Computing
CC-2008 [10] describes a cryptographic algorithm as an elective unit— with topics that include
private and public key cryptography, key exchanges, digital signatures and security protocols—
security experts, including Bishop [11], Hoglund [12] and Howard [13], emphasize the need to
incorporate security into the undergraduate curriculum.

Cryptographic protocols mostly combine both theory and practice [14, 15] and as such,
interactive visualization tools are essential [7, 8] to support a student’s understanding of the
subject matter. However, experiences with these kinds of tools are limited. A justification of these
tools’ effectiveness is highly required in order to declare the values of these tools. In this paper,
we describe our experience with a CrypTool 2 [16] as an experimental procedure and evaluate the
tool using empirical evaluation approach. The following section describes the most related works
to our paper while section 3 explains the CrypTool description. Experimental procedure and
results are described in section 4. A discussion of this paper is explained in section 5 and the
conclusion is provided in section 6.

2. RELATED WORK

Researchers have developed various kinds of interactive visualization tools for teaching/learning
cryptographic protocol behaviour and concepts. One of these tools is the Kerberos tool, which
developed for visualizing one specific protocol: Kerberos protocol [17]. Another tool is the
GRACE tool [3], the Game tool [18], GRASP tool [19] and crypTool [20, 21]. CrypTool is a
freeware Program with graphical user interface for applying and analyzing cryptographic
algorithms with extensive online help. Literature on related visualization tools, together with
comparisons between them, is available in our papers [22] and [23].

The main goal of this paper is to evaluate quantitatively the effectiveness of CrypTool. For the
purpose of this paper, effectiveness refers to the ability of this tool in enhancing student’s
understanding. This goal is evaluated using an empirical evaluation approach (without animation
vs. animation with CrypTool tool). We have chosen this tool because it covers the most aspects of
computer security. With respect to this chosen tool, the question is, “Is teaching using CrypTool
more effective than traditional teaching medium?”

Various studies have been carried out for evaluating interactive mediums. From the literature, a
study conducted by Kehoe et al. [24] used an interactive animation to teach algorithm animation
and data structure. Their results showed in scores on a post-test used to evaluate the
understanding with 12 students divided into two groups. The results showed that the animation
group significantly outperformed the non animation group. Moreover, Yuan et al. [8] used
Kerberos as an interactive animation tool to teach Kerberos protocol. His results showed in scores
on pre-post tests used to evaluate the understanding with 16 students. The z-test results show that
the improvement from pre-test to post-test is statistically significant. Hundhausen et al. [25] also
considered 24 experiments used different concept of animation to teach algorithm animation and
data structures. Twenty two of the experiments used post-test or pre-post tests to evaluate the
understanding. Their results are various according to the interactivity of animation.

3. CRYPTOOL DESCRIPTION

Cryptool is a freeware Program with graphical user interface for applying and analysing
cryptographic algorithms with extensive online help. It can be understandable without deep
crypto knowledge. It contains nearly all state of the art crypto algorithms with “playful”
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introduction to modern and classical cryptography. Learning through CrypTool is almost can be
done by everyone either through the internet or by download and install the tool from the website
(www.cryptool.org). The features of CrypTool include cryptography and cryptanalysis. Both of
them constitute the science of cryptology. Figure 1 shows the main menu of the tool.
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ks [ Edit  Crypto Tutorials ot -
R (o - A ©

Staricenter Updates Seftings  Help

File & Execute Gl view & Extras ]

.
Q- | Startcentar x ‘I X, Wizard x |

CRYPtOOL 2

Welcome to CrypTool 2. There are two ways for a quick start: Click on the wizard button in the section “Main Functions” to get a guided tour, or load one of the
pre-defined workflows in the section “Templates® which demonstrate the program functionality in cryptographic scenarios.
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Figure 1. CrypTool main menu
4. CRYPTOOL EVALUATION

We carried out an experiment consists of one group of the same lesson taught to the
undergraduate Computer Science students of the Network Security course at Sebha University of
Libya during the semester II of 2013-2014 year. The experiment was conducted in two stages
where each stage uses a different learning medium approach; the first stage uses only text-based
materials (no animation), the second stage uses CrypTool in the final part of the lesson. The
student will be given a same test throughout the two stages. They are allowed to improve their
answer after each stage. The results of the tests after each stage of the medium approach are
compared.

The same topics of the lessons are given during all of the two stages. These topics are:
symmetric-key and Asymmetric-key cryptographic protocol, Diffie-Hellman protocol with
respect to the possible attack to Diffie-Hellman protocol, the concept of hash function, digital
signature and digital certificate.

In this experiment, the tool SPSS [26] is used to statistically evaluate the effectiveness of
CrypTool using t-test and p-value.

4.1. Experimental Procedure

A total of 20 students participated in the experiment. The students are final year of Computer
Science students (undergraduate students) at Sebha University of Libya. We follow the pre-test to
post-test accuracy [8, 25, 27] in order to evaluate the effectiveness of CrypTool. The same
students were given the same lesson but using different medium each time. The experiment was
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conducted using the learning medium approach (no animation vs. animation with CrypTool). The
students were given the lesson using only text-based materials followed by a pre-test, then, the
same students were introduced to CrypTool followed by a post-test.

The experiment was controlled by delivering the same lesson to all of the students by the same
teacher during the two consecutive sessions. The topics were: symmetric-key and Asymmetric-
key cryptographic protocol, Diffie-Hellman protocol with respect to the possible attack to Diffie-
Hellman protocol and the concept of hash function, digital signature and digital certificate.

In the first session of the three hours, only text-based materials were used during the lesson time
with the help of electronic slides. At the end of the session, the students were given a pre-test of
ten multiple choice questions with a time limit of 30 minutes to answer them.

In the second session, after the pre-test, students were introduced to CrypTool and to its visual
interface. They were asked to experiment with simple symmetric and asymmetric-key
cryptographic protocols and to recreate Diffie-Hellman protocol. They were also asked to
experiment with the concepts of hash function, digital signature, digital certificate and their
usages of avoiding possible attack. At the end of the session, the students were given a post-test
of the same questions as in the first session with a time limit of 30 minutes to answer them.

Again, to control the tasks performance, the same test of ten multiple questions were given to all
students with a specific time. During the test, the students were not allowed to consult books or
use any materials. Then the results of pre-test and post-tests were compared. The following points
describe the details of the ten multiple questions:

e The first question dealt with the communication components of asymmetric-key
cryptographic protocol.

e The second question dealt with the differences between symmetric-key and asymmetric-
key cryptography.

e The third question dealt with Diffie-Hellman protocol steps.

e The fourth question dealt with the communication components of Diffie-Hellman
protocols.

e The fifth question dealt with digital signature.

e The sixth question dealt with digital certificate.

¢ The seventh question dealt with Diffie-Hellman possible attack.

e The eighth question dealt with a hash function.

¢ The ninth question dealt with avoiding Diffie-Hellman protocol attack.

e The last question dealt with a hybrid system (using of both symmetric and asymmetric-
key cryptography).

4.2. Experimental Results

To determine the effectiveness of CrypTool, a pre-test and post-test accuracy is used. Table 1
describes the students’ scores for the pre-test and post-tests. Notice that the maximum score for
each student is 10. In the other side, the Table 2 describes the mean of the group tested and Figure
2 explains the idea.
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Table 1. The students’ scores of pre-test and post-test

No. Pre-test scores Post-test scores
No animation Using CrypTool

1 4 6
2 4 6
3 5 5
4 4 6
5 4 4
6 5 5
7 5 5
8 5 7
9 4 7
10 4 5
11 4 6
12 5 7
13 4 6
14 4 4
15 4 4
16 5 5
17 5 5
18 5 7
19 4 7
20 5 7

Table 2. The students' scores means of pre-test and post-test

Time Treatment No. Mean
Sebha University No animation 20 4.45
CrypTool 20 5.70

no animation CrypTool

Learning Meduim

Figure 2. The means of the students’ scores
The adopted statistical analysis of this experiment is that:

e Null Hypothesis (Hy ): the conducted hypothesis is that there is no difference in the mean of
pre-test and post-tests scores. In other words, the pre-test and post-tests scores will have equal
means.

¢ Alternative hypothesis (H, ): the alternative hypothesis is that there is at least one difference
in the mean of the pre-test and post-test scores in the group tested.
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e p-value: the return value of the statistical test which indicates the probability of getting a
mean difference between the groups as high as what is observed by chance. The lower the P-
value, the more significant difference between the groups. The typical significance level that
has been chosen in this experiment is 0.05.

e t-test: this test was run on the pre-test and post-test scores. In this experiment, the result t-test
shows that there is a difference between the pre-test and post-test according to the p-value
which is 0.0 and less than the significance level 0.05. table 3 shows the result of t-test.

Table 3. The results of t-test

Treatment No. of student Mean p-value | t- test
CrypTool 20 5.7 0.0 CrypTool > No animation
No animation 20 4.45

The test shows that there is a difference between no animation and CrypTool based on the p-value
which equal to 0.0. The p-value is less than the significance level (0.05) and that means the
improvement from pre-test to post-test is statistically significant.

5. DISCUSSION

The results in this experiment indicate that CrypTool is more effective and efficient than
traditional learning medium. According to our hypothesis testing, there is a significant difference
between using CrypTool as a teaching/learning medium and text-only material. It shows that
CrypTool (interactive visualization and animation tool) significantly outperformed text-only
material (no animation). The overall improvement of enhancing the students’ ability for
understanding the cryptographic protocols and computer security concepts using CrypTool is
demonstrated and achieved.

6. CONCLUSION

Regardless of the advancement in the area of educational techniques, the area needs to be further
tested with more empirical evaluation, especially of using the teaching/learning interactive
visualization and animation tools. Currently, a few researches dealt with the problem of the lack
of using these kinds of tools. The missing of a clear and complete principle design for interactive
tools is seldom discussed and yet plays a crucial role in the tool development. The principle
design is important because a tool without a base is inadequate even if it is supplied with good
structures. Furthermore, studies have shown that visualization and animation educationally
enhanced students’ understanding if they were supported by active learning. This paper was
motivated by these observations. In particular, this paper suggested more experiments of other
interactive visualization tools through empirical evaluation in order to improve their effectiveness
and teaching/learning support.
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